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꡼곿㼭絕��
BLUFFS�Bluetooth�Forward�and�Future�Secrecy�Attacks�and�Defenses)�僽歋
⡲罏�Daniele�Antonioli�Ⱆ䋒涸㸝Ⰼ盟デ鄄覰暅翫湅絆絉�(Bluetooth�SIG)�綘〿⚹�
CVE-2023-24023կBLUFFS�鸑鵂⚥ꢂ➃MITM余ⴁ絑Ⱙ覰暅䊺ꂁ㼆霃㢊ꢂ涸⠛
絡㸝Ⰼ鵶䱹Legacy� Secure� Connection,� LSC⸈㺙⠔霢㼆✵㸝Ⰼ鵶䱹�
(�Secure�Connection,��SC)�⸈㺙⠔霢霪怩峯ⴭ⢪欽覰暅ⱎ⯎余ⴁ�(BIAS)�倰岁⢪�
SC�꣭ 紩⚹�LSC䎇鸑鵂錭蒀✽䰃絗鵂雩霆鵂玐կ姼㢪BLUFFS�鵮⠔ⵄ欽⸈㺙㺙ꛬ
⼸㉁余ⴁ�(KNOB)�倰岁꣭紩⠔霢㺙ꛬ涸䔂䏞⟄㟞㣐凐⸂灶鍒⸈㺙㺙ꛬ涸䧭⸆桧կ
余ⴁ罏㖈凐⸂灶鍒⸈㺙㺙ꛬ涸ず傞〳⟄㼜⠔霢侨䰘⥂㶸♴勻♧傉㺙ꛬ灶鍒䧭⸆
⛓⵸⥂㶸♴勻涸⠔霢侨䰘⽰〳鄄灶鍒կ罜㖈た絯涸⸈㺙⠔霢䒊用鵂玐⚥BLUFFS�
ⴭⵄ欽絑Ⱙ覰暅�LSC�⸈㺙㺙ꛬ崣欰皾岁霃雦♳涸緃ꤴ䔂ⵖ⠔霢⢪欽䊺絑灶鍒た涸
㺙ꛬ㔔姼⠔霢⚥涸侨䰘⛲⠔鄄鲽匠灶鍒կBluetooth�SIG�㖈Ⱖ㸝ⰌⰖデ⚥䭷ⴀ霪
怩峯䎛岌㶸㖈✵黽䗄覰暅�4.2�荛�5.4�呍䗱錞薴涸霃㢊⚥罜Ⱖ湡⵸⛲〫僽䲿ⴀ✫♧
❈Ⲹ䓳霪怩峯䕧ㆇ涸䲃倶䎇劢䲿ⴀ呏劥鍒Ɀ倰呩կ�

�
䕧ㆇⴔ區�

�
⵸꬗䊺絑䲿ⵌ�BLUFFS�涸余ⴁ㼆韌僽絑Ⱙ覰暅䊺ꂁ㼆霃㢊ꢂ涸�LSC�⸈㺙⠔霢湡
⵸⛙ꚙ「䕧ㆇ涸蓿晙〫剣�ESP32�禹⴩կ歋✵�BLUFFS�怩峯㾩✵⼸雳㽻꬗♳涸緃ꤴ
䨾⟄湡⵸絶䫡涸�ESP-IDF�䨾剣�Release�ⴔ佅鿪⠔「ⵌⰦ䕧ㆇկ㖈�Bluetooth�SIG�絛
ⴀ꡼곿涸呏劥鍒Ɀ倰呩⵸䬨絟⠔霢�SC�꣭紩ㄤ⥂霆駈㢿䔂涸⸈㺙㺙ꛬ䔂䏞鿪腊剣
佪Ⲹ䓳�BLUFFS�涸余ⴁ䕧ㆇկ�
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ꛏ㼆�BLUFFS�ESP32�湡⵸䊺㹊倶涸䲃倶剣�
�

1. KNOB�怩峯⥝㢕կ�KNOB�怩峯邉♨ꣳⵖ✫�LSC�⚥涸剒㼭㺙ꛬ䔂䏞⚹�7�㶶蒜Ɤ䏞
㖈霪㺙ꛬ䔂䏞♴余ⴁ罏䖎ꦼ㹊傞灶鍒⠔霢⸈㺙㺙ꛬկ霪邉♨㖈䔲⵸絶䫡涸�
ESP-IDF�Release�ⴔ佅⚥鿪䊺絑㶸㖈�(v4.3�~�v5.2,�master)կ�
�

2. BIAS�怩峯⥝㢕կ湱Ⱒ⥌䜂〳⿬罌⛙ꚙ㸝ⰌⰖデ�AR2021-004կ�BIAS�怩峯邉♨僽
㖈�ESP-IDF�Bluedroid�⼸雳叼⚥⸈Ⰶ✫꣈姺㼆倰꣭紩㸝Ⰼ鵶䱹涸鹤鳓㼆✵絑
Ⱙ覰暅㸝Ⰼ鵶䱹罜鎊ESP32�䎇劢䲿⣘湱Ⱒꂁ縨鷥고䧴䱹〡կず傞霪邉♨⛲
銳宠㼆倰霃㢊荛㼱鵳遤♧妃雩霆鵯⢪䖤余ⴁ罏䖎ꦼ絗鵂雩霆鵂玐㟞⸈✫余
ⴁ涸ꦼ䏞կ�

�
ESP-IDF�BIAS�怩峯꡼곿晜劥�
�

ESP-IDF�Branch� Affected�Commit�ID� Affected�IDF�Version�
master� 042fd5f8�⛓⵸䨾剣�commit� NA�

release/v5.0� 650b6653�⛓⵸䨾剣�commit� v5.0�
release/v4.4� 07518cf4�⛓⵸䨾剣�commit� v4.4~v4.4.3�
release/v4.3� 60e28180�⛓⵸䨾剣�commit� v4.3~v4.3.4�

�
ESP-IDF�BIAS�怩峯⥝㢕晜劥�
�

ESP-IDF�Branch� Fixed�Commit�ID� Fixed�IDF�Version�
master� 042fd5f8� NA�

release/v5.1� 042fd5f8� v5.1�
release/v5.0� 650b6653� v5.0.1�
release/v4.4� 07518cf4� v4.4.4�
Release/v4.31� 60e28180� v4.3.5�

�
1�ESP-IDF�v4.3�䊺姻䒭⨢姺絶䫡⛙ꚙ㼜♶ⱄ㼆霪晜劥䲿⣘㟞⸈倝⸆腊ծ⥝㢕�
bugծ⥝㢕㸝Ⰼ꡼곿瘝佅䭯կ��

�
た絯雦ⴢ㹊倶涸䲃倶剣�
�

⛙ꚙ㼜䲿⣘API 勻ꂁ縨霃㢊涸剒㼭㺙ꛬꟋ䏞㼆✵㸝Ⰼ꨽宠鳅넞涸欽䨪〳ꂁ縨⢪
欽刿넞䔂䏞涸⸈㺙⠔霢㺙ꛬ䲿넞凐⸂灶鍒涸傞ꢂㄤ䧭劥կ�

�

�

https://github.com/espressif/esp-idf/commit/042fd5f895c12a60586695bec979669f01ccd9bb
https://github.com/espressif/esp-idf/commit/650b6653848e341f3edf2c39b102a410bd83935e
https://github.com/espressif/esp-idf/commit/07518cf46742cef203bf3c2a52178604f8577d3a
https://github.com/espressif/esp-idf/commit/60e281805cebf54f78f0ec82949a06bc8ad214dd
https://github.com/espressif/esp-idf/commit/042fd5f895c12a60586695bec979669f01ccd9bb
https://github.com/espressif/esp-idf/commit/042fd5f895c12a60586695bec979669f01ccd9bb
https://github.com/espressif/esp-idf/commit/650b6653848e341f3edf2c39b102a410bd83935e
https://github.com/espressif/esp-idf/commit/07518cf46742cef203bf3c2a52178604f8577d3a
https://github.com/espressif/esp-idf/commit/60e281805cebf54f78f0ec82949a06bc8ad214dd
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絛⢪欽罏涸䒊雳�
�

㼆�ESP32�禹⴩❡ㅷ鵳遤䒓〄⿺䎾欽䧴꨽銳➢⛓⵸晜劥⼮紩傞䒊雳䝠⢪欽♳俒⚥
絛ⴀ涸�ESP-IDF�⥝㢕�Commit�⛓た涸晜劥կ㥵䝠㖈⼮紩鵂玐⚥麁ⵌ꡼곿霼䝠⿿껩
湡⵸㖈欽涸�ESP-IDF�晜劥䧴�Commit� ID�⥌䜂荛⛙ꚙ⛙ꚙ⠔㽴䘯♸䝠烁雩㢅椚湱
Ⱒ✲㹆կ�

https://www.espressif.com/zh-hans/contact-us/technical-inquiries

