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Issue Summary
ING

When an ESP32 or ESP8266 SoC is connected to an encrypted Wi-Fi access
point, an attacker who injects a forged Wi-Fi beacon frame impersonating the
access point can cause the SoC to switch to open authentication mode.
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The SoC will not be able to continue communicating with the encrypted access
point for the duration of attack (provided attacker keeps sending forged beacon
frames). During this period, the authentication mode of the SoC will toggle
between open and encrypted. The attacker can then choose to send a forged
Channel Switch Announcement, thereby switching the association to a different
channel for the purpose of maintaining an open authentication connection to a
different access point.
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The impact of this attack is that the SoC will transmit some Wi-Fi frames
unencrypted. The SoC can also be made to associate with an attacker-controlled
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open access point, allowing TCP/IP access by an attacker who does not have any
access to the genuine Wi-Fi access point.
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The attack does not allow the attacker to bypass network-layer protections such
as TLS. The attack does not allow the attacker to obtain any access to the genuine
encrypted Wi-Fi access point.
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This issue was found and disclosed to Espressif by Lukas Bachschwell. Mr
Bachschwell also registered CVE-2020-12638. Espressif thanks Mr Bachschwell
for following a responsible disclosure process.
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Fixes

(2]
ESP32

The issue is fixed in the ESP-IDF V3.2.4 release and will be fixed in the following
upcoming ESP-IDF budfix releases: V4.0.2, V3.3.3, V3.1.8 as well as V4.1 and
newer versions.
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Pre-release ESP-IDF branches containing the fix:
MF IDF 5 BIELBSIHREE:
master branch: commit 0dba9329

release/v4.2 branch:
release/v4.1 branch:
release/v4.0 branch:
release/v3.3 branch:
release/v3.2 branch:
release/v3.1 branch:

commit ad5c4eb3
commit b6e2163e
commit 68b272f5
commit 4891fcea
commit a5c8cdd3
commit a280fb32
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https://github.com/espressif/esp-idf/commit/0dba93293313ff28d8aaf7f70241d0191a5103a0
https://github.com/espressif/esp-idf/commit/ad5c4eb3f5c2c4942b2669cc232561ab78bdfd62
https://github.com/espressif/esp-idf/commit/b6e2163e5ec9288903a99cfd99ea06ae7bf8cd9a
https://github.com/espressif/esp-idf/commit/4891fcea78574257235747b645f5ed928fad3a6e
https://github.com/espressif/esp-idf/commit/a5c8cdd30e315e59616a88cb05fd61263548e271
https://github.com/espress
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For an explanation of ESP-IDF release branches and stable release versions,
please refer to ESP-IDF documentation.

B RESP-IDF &R0 X MITRE R R ARIAERE, 1§27 ESP-IDFX A,

ESP8266
The issue is fixed in the following ESP8266 RTOS SDK branches:
X ESP8266 RTOS SDK B &It RES :

master branch: commit da3362ec
release/v3.3 branch: commit 9c72c21b
release/v3.2 branch: commit 3cbc3d87
release/v3.1 branch: commit 4b1ff5¢c3
release/v3.0 branch: commit 6ef5c2c2
release/v2.1 branch: commit db188200

The issue is fixed in the ESP8266 NON-OS SDK commit: be2f86d3.

Za) 8t B ESP8266 NON-OS SDK 32 be2f86d3 E#H{TIEE.

ESP32-S2
There is not yet any stable ESP-IDF release supporting ESP32-S2. The release/
v4.2 and master branches both have merged fixes for this issue (see above). The
upcoming ESP-IDF V4.2 stable release (first to support ESP32-S2) will not be
vulnerable to this issue.
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Recommendations for Espressif Wi-Fi Devices
IERARE Wi-Fi ig&&EH0EIN
If your firmware application makes use of network transport layer security such as

TLS, the immediate impact is low. However, you should immediately update to the
latest stable ESP-IDF or SDK budfix release once it is available.

WRENEHNBREFERNSERELZEMN (W TLS) , NEZFMNEEFIMER
., BRE, MEWNEILENEFEIRFMIFEE ESP-IDF kA B8 E18XZERY bug fix
R

If your firmware application does not use network transport layer security features
such as TLS to protect important data, you should consider urgently updating to a
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https://docs.espressif.com/projects/esp-idf/en/latest/esp32/versions.html
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/versions.html
https://github.com/espressif/ESP8266_RTOS_SDK/commit/da3362ecab9106e28dd869e346041831296707fd
https://github.com/espressif/ESP8266_RTOS_SDK/commit/9c72c21b563576ed7f9d54a4358422109f747b29
https://github.com/espressif/ESP8266_
https://github.com/espressif/ESP8266_RTOS_SDK/commit/4b1ff5c3d08dbb8d40587a628a022a90f958a956
https://github.com/espressif/ESP8266_RTOS_SDK/commit/6ef5c2c24c6a7f2a552806d31d348eb4e484b7c8
https://github.com/espressif/ESP8266_RTOS_SDK/commit/db188200bc7aa19feeb
https://github.com/espressif/ESP8266_NONOS_SDK/commit/be2f86d30c46267ae4fed66f08138c1881eb71c1
https://github.com/espressif/ESP8266_NONOS_SDK/commit/be2f86d30c46267ae4fed66f08138c1881eb71c1
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pre-release ESP-IDF or SDK version or updating to the latest stable release
version.

WRIENEHNBREFAKRER TLS SMNEEMEZEINRERRIFEREYE, NN
ZEREZRTHREIFE R ESP-IDF 58X SDK WA, SAREISFRITEE R
R,

Audit all firmware applications to make sure any sensitive data is transferred using
TLS or similar protocols and to verify that TLS is correctly configured. This is to
protect against an attacker on the same network.

HEMBEGNAER, WRMASIBEIEIEEY TLS Xz EEminiNE
Wi, FHE(R TLS ECEIEM, MMFLLERBLTRE—MEBHNREENLE.

Audit all firmware applications to make sure any network services served from the
device will authenticate network clients before performing any trusted function. If
the service receives credentials, a secure protocol such as TLS should be used to
transfer them.

HEMBEGNARER, MHRIEFRENTINZRSISEHTIEQZSINEER
FINEMEE PR, WRRSZEEEIES, NWMZERREMN (A TLS) %
RHX LIS,

Disclosure Timeline
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30 May 2020: Issue report received.
2020 &£ 5 B 30 H, WKEIEFERS.

17 June 2020: Fix confirmed by reporter in ESP-IDF master branch.
2020 F£ 6 A 17 H, [BIFKEE I\ ESP-IDF master 53 FRIEE.,

23 July 2020: Agreed public disclosure date.
2020 £ 7 H 23 H: BENAFIKEHH,
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