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RETHNAT ESP32 HEARIEF LR,

1.1. A
1.1.1. BEFNA%SH

HEXE—MEEBERS, HXBIHUSIESEME. RINE. REEAE, BFRAD AN
FhREIRFEAR : RBIECT (Classic Bluetooth) F1HE F R INFE (Bluetooth Low Energy),
ESP32 ZIFWRIALF, Bl SZiS2BiEF A HRINEE,

MERZEN) |, HEF ] NI HI2s (Controller) F1EA (Host) AE 9 : 1THlzs&HE T
PHY. Baseband. Link Controller. Link Manager. Device Manager. HC| &R, FBTE
HEOEE, BEREEES, ENNERET L2CAP, SMP, SDP, ATT. GATT. GAP IX
REMILE, METONABRRMEONEM, HENEBENEFRZNIAR., EHATMU
S5EfEsTER—MEEL, WU mERBNEE L, ESP32 BI S AR A
X, TEZI T JLFEEIN RS

ESP32
PC/Phone/Pad
Bluedroid Linux/Android
A ad
ﬁmgﬁ)
E U
@)
PC
v —
Bluetooth P _
Cortroller < anT » Test Tool(BAB)

1-1. ESP32 EF . 51=HIsIHIX REME
o iH5=— (ESP-IDF 2A1A) : 7£ ESP32 (IR Z L, 1% BLUEDROID NiESFFA, FH
BiY VHCI (BESIBEIl HCH 2 0) 20, hloindlzs. WissT,
BLUEDROID Miz#lzs&biziTiE@—TmEE L (Bl ESP32 DY ) , ANEEEMINEREIT
ITIEFENM PC SEHEEMNISE.
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Gis 1B

o IHZ| T 7£ ESP32 LimfTiEHlz (LR IRRERAENBEFITHIZRER) |, IME—

MBTHR T ENAIRE (WiE1T BlueZ A9 Linux PC. iz1T BLUEDROID #9 Android

%) . WipsT, BHEMENETERREEL, 554, PAD. PCHERL
EEER ML,

c R=: WIPRSHRTEM, HAZAET, &£ BQB (HETIALE) #EHIZEN
W, AR ESP32 X8 DUT, A UART /B8 10 ##0, # EIMIENERXAY PC 1,
BIRTSERIAIL.

1.1.2. HCIEOi%ET

ESP32 £, HCI ReERMER— 10 &0, BIaER UART, NIAFH VHCI, SDIO FH
fth 10 %O, £ ESP-IDF (V2.1 AfF) ', BJAfE menuconfig HEIEFR) HCI IO O 5
NECE N VHCI 87 UART, WFE:

--- Bluetooth
E ] Bluedroid Bluetooth stack enabled
[ ] HCI use UART as I0 (NEW) ----

1-2. HCI 10 #O0ARNEE

#1XH Bluedroid Bluetooth stack enabled, NZRR~EA VHCI ER 10 =L, A4 HCI
use UART as IO (NEW) i&IN=E%k; #FiEd HCI use UART as 10 (NEW), NIRRER
UART 1E8 10 530; BHI, ESP-IDF BRSASEFEAM 10, MEFEAEM A (4 SPI
%) , NMZEFF & SPI-VHCI #9 bridge &R ,

E—

# N\ Bluedroid Bluetooth stack enabled i%&IRY, B IAEZW FEREE.

B~ Bluedroid Bluetooth stack enabled

(3072) Fluetooth event (callback to application) task stack size
[ 1 FEluedroid memory debug

[ 1] (lassic Bluetooth

[ 1] FRelease DRAM from Classic BT controller

[*] nclude GATT server module(GATTS)

[*] nclude GATT client module(GATTC)

[*]  Include BLE security module(SMP)

[ 1 (lose the bluedroid bt stack log print

(4) ET/BLE MAX ACL CONNECTIONS(1~7)

& 1-3. VHCI 2 &
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653 1. B

N EEATR, AFPRIALAAEES:
e Bluetooth event (callback to application) task stack size (BTC Task X/\) ;
e Bluedroid memory debug (BLUEDROID RFE1)
* Classic Bluetooth ({FREZERIALF) ;
* Release DRAM from Classic BT Controller (M%£2E8ESFI5H28 R DRAM)
* Include GATT server module (GATTS) (833& GATTS i&iR) ;
e Include GATT client module (GATTC) (£13& GATTC 1&i#R) ;
* Include BLE security module (SMP) (£3& SMP 1&#) ;
e Close the bluedroid bt stack log print (%] BLUEDROID #JE[J) ;
e BT/BLE MAX ACL CONNECTIONS (1~7) (5K ACL &E#%1) %,
BRI :

#H N\ HCI use UART as 10 iEINRS, PJLABZII TECE.,

-B- HCI use UART as IC

(1)  UART Number for HCI (NEW)
(921600) ''ART Baudrate for HCI (NEW)

& 1-4. UART B2 &

AR EEL R EEE UART Number for HCI (NEW) (UART i%O2) , K& UART
Baudrate for HCI (NEW) (UART i OBE4SER) , HB, UART BRI I ST 1584 mis
(CTS/RTS).

1.1.3. BFiciTfE

ESP-IDF IERINGITIME R I Z FreeRTOS, ESP32 WA F rliRBBINEED N2 MES
(task) 1517, TRESHVMERDERRE, HPMNERRSHNNEGTEHZENES. &
BRESHIRMHNERRS, £ FreeRTOS RFEFAMNMARIURT IPC ESF (IPC EEH
FIN#Z CPU B9 F2/8)1815) . BLUEDROID (ESP-IDF BRIATEFEH) HEE 4 MES,
23E1T BTC. BTU. HCIUPWARD, & HCI DOWNWARD,
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1. BT

1.2, HEZE
1.2.1. EHIgS

ESP32 izl 22EATS 35 Classic BT 1 BLE, ZIFMEFARAN 4.2, 12HI2ShEEER
T H4 . HCI, Link Manager. Link Controller. Device Manager. HW Interface 1]
AE. XETNREH AN RME T &E, HMT & AP BKibniztles, BER

readthedocs,

---------- C/E “rnni SCO i ACL yoneni CIE Jooael CIE )l ACL Joou
| Link Link
| Manager Manager
Device t H
Manager Baseband Resource Manager
i
. Link
Link Controller Controller

! 1

BR/EDR Radio and LE Radio (PHY)

BR/EDR Controller ! LE Controller

1-5. Classic BT & BLE #&#l232244 (38 SIG BT CORE4.2)
1.2.2. BLUEDROID
1.2.2.1. £H12244

7£ ESP-IDF A, (&I AE2EM/E BLUEDROID fERTE ST 4, (Classic BT + BLE),
BLUEDROID HBERANTEMNINGE, ZIFEANICHRMIET, BtRAER, &
AREMEM /T, BLUEDROID IR 7 AZH BTA BTN, LFEREMET BTIF 289
18, R TERNFEEN BTC EIEARENER Misc I£#/=. 1228/ BLUEDROID K&
H51EHIg8 2 BrX R TE:
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http://esp-idf.readthedocs.io/en/latest/api-reference/bluetooth/esp_gap_ble.html
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Espressif Bluedroid
Coarse Architecture
Vi

LU 5BR:

[lig2 S| SESE:Stpu

@ USER APP
PROCEDURE

BLE
GA GAP SDP

BLE PROFILE BLE PROFILE BT PROFILE

(GATT Based)

BT | e | sPP | sy
er | B | ek | B
Y E

™y T

~A& Ld v
BTA_API BLE BT
GAP PROFILES PROFILES

\
©

BLE & BT BLE LOW-LAYER BT LOW-LAYER
PROFILE PROFILE
STACK
L2cap
6lowpan | Oynamic e | Arcomm
CHANNEL
GATT/ATT L2ACAP SDP SMP GAP
H4 HCI TRANSPORT LAYER (Include HCI Task)

(

C]HCI API VHCI‘ >
~ =

/

Controller

H4
HCI
LM/LC

HW Interface

[E 1-6. ESP32 BLUEDROID B/X*ZE

RMEIR, BOHET

5/30

(%0 HCI TASK) B&E. TXEBANEEMT

Bt
S

EERBAR.
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MEERTIAEE], BLUEDROID REBAERD N 2 B BTU EM BTC E (BRZE HCI)
TEHENNAESKLE, BTU BEEATETFINREDIVRNLIE, B1F
L2CAP. GATT/ATT. SMP. GAP UKERDIEE, HE LRI bta” NEI&rNED;
BTC EXZENTRANAERRMIZEOXRE. MEET GATT WAe. AIERMZE, HonA
EiRE M esp” NEIRMIIE ., FRBR APl 4872 ESP_API B, FF&EN H{FER esp” NEIS
ROEEE APl ($5FREOBRIL) o

FEHFRIFMIER HCI 239>, MBS, HCI BB 2 MES (Z/D7F ESP-IDF V2.1 I}
B1) , P 3BI4ZME Downward F1 Upward BOEUIE.,

HAEZRRME P —FK Rt B EREFEFHRIES A BTC RAE, MiTme 2 FIE(E
FAFP{ESS (User Task) B9faZ), (M EBINEE,

BT A ELRERMELRHER, FHREFEDIE, 20 RFCOMM, A2DP &, HEXRIN
YRIEEEDIZITE BTU 2, RIZHIREZA LB ERM ESP-API 8915177 BTC =2,

B RIS o FCERIEZHIINEE, 4 6LowPan 3§ Dynamic L2CAP Channel L
BE, BB1T7E BTU B, BET BTC @M AR ESP-API,

1.2.2.2.0S tHxIEH

1.2.3.

Espressif

BLUEDROID FREED S REBEXRNEOFEEHIT OS| Ehe, FREIRIINEEEIFE Timer
(Alarm). Task (Thread). Future Await/Ready (Semphore). Allocator/GKI (malloc/free) 35,

BLUEDROID 5% FreeRTOS K9 Timer £12E 5k Alarm, BT EohERs, flk FLASTEFE

e

BLUEDROID ¥4 [RE5cH] Linux ™A Thread 230 TR FreeRTOS FIESS, FH{ER
FreeRTOS Y Queue KA ESHITTT (MRE2) |

BLUEDROID {#F3 Future Await/Ready ThaERSLHIPEZE, Future Lock ¥ FreeRTOS Y
xSemphoreTake BIZERY, future_await FREL, FH¥E xSemphoreGive BI2%AY future_ready
R, ESERMNE, future_await F future_ready NEETER—EEHIEA,

BLUEDROID 445 & ZERRY malloc/free £2R% Allocator FYERIE/FERIATFRIREL, GKI IS
BEtER(E R malloc/free EYEA GKI_getbuf/GKI_freebuf BIRZ/IL\RER

EFER

¥\ ESP-IDF #9 component/bt B, FIUEZEIBUW N FBRERMNFXXHE:
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ZREFNEMRRIAN TR:

F— Kconfig
— bluedroid
| F— api
I — bta
I — btc
| — btcore
I — btif
I — device
| — external
I b gki
I — hci
| F— include
| F— main
I F— osi
| F— stack
| L— utils
— bt.c
— component.mk
F— include
| L— bt.h
L— 1lib
— LICENSE
— README.rst
L— libbtdm_app.a

1-7. ESP-IDF B component/bt B

% 1-1. ESP-IDF BY component/bt B i HH

B&
—— Kconfig

—— bluedroid
| F——api
| +——bta

| F——btc

| +—— btcore
| —— btif

|  —— device

| ——external

| F——gki

Espressif

15%ER

ST T RRER

BLUEDROID B

APl B, FTEM APl (B Controller 18x) #BIELLER T
BEFERRE, BER—LENEERMINAED

BEFEHE, ERENLEDY (85T MRRIH
2018

—LE[E=IRAY feature/bdaddr 3515 ERET

—LE BTA {6F5 call out [RZL

SEHIZRREEFIBXN, WEHIZREAIRERN HCICMD

(e

EXF

Zx
b

S5EFBESTX, EXEERES, W SBC codec %
HiEFE

BLUEDROID W1z=E R buffer. queue HEIEHT

7/30

1. &5

&
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Espressif

| F——hci HCI EhX
| F——include BLUEDROID TRERIS B %
| ——main IRFER (EBREWD. XHRE)
| +——osi OS #EMOE* (\3E semphore/timer/thread )
|  F——stack FHEEMNAL (GAP/ATT/GATT/SDP/SMP %)
| ——utils SARTERREH
F——bt.c R R IR
—— component.mk makefile
—— include RHIBER A B R
| “——bth B2 EHIZEER APl KX 4
——ib EHgREER

|—— LICENSE License

—— README.rst ELEp et

L—— libbtdm_app.a =g

8/30

2019.11
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2. ZEAETE
e
% oF
JITL

RENET ESP-IDF YR HIETE,

ESP-IDF A E9iE F =M IHINELETF BLUEDROID, ER TR EMUERESHRARZRSHNA.,
ARES, BFFENMUEEITREIHCI EO, SEFNEEHIESHTEE, £LEF,

B ENDIE IR P N B FRER TN EIRAEH AP,

X (Protocol) E X T SERAFEINRERYE BBV AR, AIANEEE . Rt &=
RSMRSERRME, H—HE, BFHE (Profile) WENXTEFRFHFM PHY 2

L2CAP Az OALB MO E A N TR A9 ThBERI4T 1
Bal, ENMIUE ISR ERE F IR,
e HI5E: GAP. A2DP (SNK). AVRCP (CT)
o 1§iY: L2CAP. SDP. AVDTP. AVCTP
MIRBLENE 2-1 PR,

Application

AVIC

SDP AVDTP | AVCTP

L2CAP

Baseband

2-1. BFMEXRE

W& 2-1 pii7s, L2CAP 1 SDP 2 & B OF s/ NEN MR R A Z A RS 7,

AV/C 1 AVCTP HABF & OHE, (NAFRENE.,

Espressif 9/30
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2.2. 1MXFIFIE

2.21. L2CAP

2.2.2. SDP

2.2.3. GAP

Espressif

AT EMERIEHIFRNER X (L2CAP) & OSI 2 BimY, XEF FENMXER. 7R
BHAKBESREEEMNEE, L2CAP BILUIREIRNBREFREZ—5 ACL-U 2K,
N ARRERARS BT — T EBEENED, 5 L2CAP#1TRE, MMSEMEE
SRR HITIERR,
LOCAP {E1EHt %1% 6 #iEz, A@ET L2CAP (MBI HTRIE, FAEERN B
BARE, TEZRETAHRMHA QoS IE, XEEXDH2:

o EK [ 2CAP T

o MERHIER

o EEEL

o INEEZEEDR

o TMIED

o ETF LE Credit WiERFIER

Hr, ACL-U B SISRIRMFRIN BHEER L2CAP R, B EEIREL.
L2CAP FSEENZISHBIEEE, 0325 M5 (FCS),

ARSS R INHIN (SDP) R VFI AR R MEM XS FE R &R MRS, HHREPTBRSH
151E. SDP Bl& SDP BRS5%:H1 SDP & i < BIRVBIS. RS54 — MR ARSSFIER
ARSSICRFX. EFmeEI AL SOP EXK, MRS=4EFPNRSICRERTHITERLR.

SDP &P imAl iS5 23 Ei B A EN M BLTP, ZRR{XH A2DP F] AVRCP FHLEIEA,
BEIHANBPNAEEFRE AP,

BREBIASE (GAP) AIRRMAEXKIREPI LRI, PIERMNREHRORIIAITE A,

Hal, KREESFFENIMIERURME/ DI GAP API, N FETER I BUSIXLE APl FBIE“4
IR, BNFEIREAIHERE, Am, BRIEARER (BFRPNAERER) BHA
F &89 (Inquiry) B9 API,

10/30 2019.11



2. ZEIATE

ALZEHH, IO MEELRERBFREENTHA, Thd”, RAERZIFETLEEE
BoXd” (Secure Simple Pairing) F#9“Just Works” B4R R, 532 EANEEISHEN B
Sehk.

KR, RHEBIIEHTTESZ GAP AP, HIREIIEEE A iHEMKBRKERNZ S
APl, AR AT EERIMEEHZRIEIZEN AP,

2.2.4. A2DP F1 AVRCP

Espressif

“SREIMS APSE” (Advanced Audio Distribution Profile, A2DP) EX. 7 7 ACL {53&
U SRERF B ZMADEROMNINFILRE, A2DP ATMESIR, BES
“E5T/ AR TR HIRE” (AVRCP)  (BIFEEIM / MSIRHIThEE) —REAR. & 2-2 #iA
T XTI AR X R E1]:

| sz

[1]: (BEEFMHRAE) {EITHR?.3.7)

ﬂmﬂc Access Profile

Generic Audio/Video
Distribution Profile

N

Advanced Audio Distribution
Profile

Video Distribution Profile

Audio/Video Remote Control Profile

N Y

2-2. SRR E
9N 2-2 PR, A2DP B TIEETF GAP LUR“BRA S/ ZFE” (GAVDP), EXT
BILE / ASTRANT R
A2DP HHHTEN T MAE: Source (SRC) A Sink (SNK), SRC &M F E5UMATR IR,
SNK {URENFE 5 A2 R

AVRCP RRTEX T T AE: ZHEs (CT) M B4R (T6). EHgsrl B[ EmRE B<
W, REFHS, THENE LG FEE AR, PDAMBEIES, BinrEEUEH
FRRER AW, FAERBNAY NN, BIRAE LG FEEE SRR EN. B
I, A2DP (SRC) M AVRCP (CT) EZ1FEIXSF, REFPIMMENZFR, BEMRRIELELR

=

/SN o

11/30 2019.11
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2. ZHEES

BRI A2DP RS EF, SBC 2M—IFMNEIMmiELss, SBC £ A2DP #lSeH 2
N RERRDE T, BRIAEPSSIAIISTE . AR AE A2DP V1.2 1 AVDTP V1.2,

AVDTP i) E X T T i% & 2 [B)7F L2CAP i E L2 T FEmIE AR SIS, /F
9 A2DP BIEAREHNIN, AVDTP EII7E L2CAP Bihilz L, B“— PMhEEERRS%
BUE LB TR — MEME AR SSR AR,

£ AVDTP fE8ThRE, EAARSSE A2DP HUEARATEHIEKEY. RIE=RIRIARSSEENEL
&, EXRSPrRMARIMER M SR REIE2S"ThEE

AVRCP EX T ZF5EM / ASTEIZRIN 1 RAVETNH K.,

AVRCP G LEBDN=TARA: “‘AV/C HFEODLIE", EHETEH S TFEREA,
Bigd AVCTP &4 “N'R &<, vli@id AVCTP MREE, =AM INGE; “Hm@
ZARML”, BTEASEAMBAEXRNER, BIETOBEX iley EFEAREGIT
(BIP) 3231,
AVRCP R THHFMME AV/C i< H—81F AV/C FEHE XA PASS THROUGH.
UNIT INFO 1 SUBUNIT INFO 5% ; HEZ 2 AVRCP £H AV/C 3%, ERX Bluetooth
SIG Vendor Dependent F9¥ 8, AV/C ap<81d AVCTP 1ZHl{EE &%, PASS THROUGH
R AEIEFEE LY, DERFREIOUEERAPRE, HRERE—EREBFIEK
ZHIBR, BIa0, PASS THROUGH HIESIRE ID B3N, BF. =1k, Bea=T1EME
BSEEFBHES.
N TARIERRIEM, AVRCP Y8 AN IHEES HPUk:

o FERHL/FEBEMN

o IITES/MIKES

° 1:;013

o B
BRI A RIBM T AVRCP V1.3F1 AVCTP V1.4, AVRCP i5THaE AR B R F £
%, BRWlEs/IRzs. Ltboh, BARABIRME T BT &% PASS THROUGH <Y AP,

A2DP ] AVRCP @8 —icfff . EBRIMNBRAES, TEENMEELII T AVDTP M
AVCTP 1848, FHIHIrk A2DP F AVRCP 12120, A, EHERLES, M MHEAESE
CCECA R AV &3k, FIa], BTA BIRE—1R—M“AVIZD, M BTC BH, RSB
LA EBFRFNASERESS, AT, A2DP #1 AVRCP Ry APl 29 3R AT,

12/30 2019.11



3. BRI

& T RINFE

)

»
b=l

RETLNAT ESP32 KB TRINFEINRE.

3.1. GAP

3.1.1. R
REPEENEE T ESP32 BLE BRTAEINLE (GAP) 20 APl ROSEIMAERIRIZE, GAP 1)
WEEXT BLE g&HIRILARE, Iv&EREMIs&ERNEL,
BLE GAP X/EXRA AP RS Event) IREIFIZITHER, BT BHRESEIREX AP

ENALRLIEER . SNIMKFENLEIERE, BEETEHROERENImKEHIR
o BLEIREEN T GAP BE:

® [T #& (Broadcaster): T XMAEEINIRE BT AE 1 (Advertising) 1HEZRE %
MBS, SMAEBREEAT &, TEEHREE.

* WMEE (Observer): AT XFHEBNIKEETZEW BEEH A ETHE (Scan) 1B
Ko XM EREERETMIBER, TEEREE,

* SNENRE (Peripheral): H[ EHIZES T MRE L RNEZBEREMSHNZME
B, HEEHEATXMABZE, BREAMIZE (Slave) EHEFHITEE.

* FRIRE (Central): SMEEBEHTIEN, FAEIT—TERBENMEIEAX
MER., SIMAREREPEFEMANEIRE Master).

Espressif 13/30 2019.11



@ 3. BRI

3.1.2. BLE XEZABEHRIKTSE

Advertising Initiating

3-1. BLE IR & A B8 HRIKSE

Espressif 14/30 2019.11



@ 3. BRI

3.1.3. BLE [ &R

3.1.3.1. {#F public Huht#H{T 1%

£/ public #EIbHITT BT, TN esp_ble_adv_params_t B 52 own_addr_type IRE N
BLE_ADDR_TYPE_PUBLIC, | EREEWT:

AP LLM LLM AP
‘ esp_ble_gap_set_device_ ‘
name

>

‘ esp_ble_gap_config_adv_ ‘
data

J 1% config adv data HCI
command % LL &

i& [Flset adv data event

<

SET COMPLETE EVT

<
<

W
Esp_ble_gap_start_advertising
APUTUH AL 3, IF¥4
own_addr_type# & /&
BLE_ADDR_TYPE_PUBLIC

K i%start adv HCI
command 4LLZ

‘ & [AIstart adv event ‘
ESP_GAP_BLE_ADV_ST] | Advertising event
ART _COMPLETE EVT »
h Advertising event

| [ESP _GAP BLE_SCA
N RESULT EVT

L »

& 3-2. & RIZE - {8 public itk

Espressif 15/30 2019.11



@ 3. BRI

3.1.3.2. {ERRIREITHBIEHITT &
AR BATHIIE ST 1B, KBRS 15 oW EH—R Eiblt, 2K
esp_ble_adv_params_t {5 own_addr_type 1% & BLE_ADDR_TYPE_RANDOM, | $&EmizE
A

API LLM LLM API
esp_ble_gap_set_device_ ‘
name

>

P
esp_ble_gap_config_local_
privacy

& i%config adv
data HCI
> command £;LLJ

‘ esp_ble_gap_config_adv_ ‘
data

iR [7set adv data event

<
TA_SET_COMPLETE_EV

<
<

Wi
Esp_ble_gap_start_advertisin
g AP RIE) #E, ¥
own_addr_typei’ & ik
BLE_ADDR_TYPE_RANDO
M

K i%start adv HCI
command 44LLJZ

‘ iRk [Alstart adv event ‘

< Advertising event
ART_COMPLETE_EVT >
< Advertising event

>

N_RESULT EVT

F—

3-3. [H&RTEE - (ER AR itk

S{EFA R AT AT HBEY, FEESESS esp_ble_gap_config_local_privacy EHFIREIE, 7 8EFFIA
[T, HEEEE FESHERN own_addr_type EIHE ) BLE_ADDR_TYPE_RANDOM,
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3. BRI

3.1.3.3. {EAFFSHEAIENHIT &

S{ERrT@BTHUEA T B, FERFEFSHENIEAT BhEER
esp_ble_adv_params_t {5 own_addr_type 1% & BLE_ADDR_TYPE_RANDOM, | $&EmizE

anr:

API LLM LLM API
esp_ble_gap_set_device_ ‘
name
W
esp_ble_gap_set_rand_addr
Ji%set rand
address HCI
command #4LLZ
>
& [flset random address
ESP_GAP_BLE_SET_S event
ATIC RAND ADDR EVT | «
<
‘ esp_ble_gap_config_adv_‘ % i%config adv
data data HCI
command #4LLJZ
»
ESP GAP BLE ADV DAT ‘ iz [Flset adv data event
A_SET_COMPLETE_EVT | |,
<
W H
Esp_ble_gap_start_advertisin
g APUTUG RIS 4, Il
own_addr_type % B i
BLE_ADDR_TYPE_RANDO
M K i%start adv HCI
command #4LLZ
> Advertising event
i& [Fstart adv event ‘ ‘ Advertising event ‘
ESP_GAP_BLE_ADV_ST
ART_COMPLETE_EVT ||« P GAP B A
» — — —!
N _RESULT EVT
< —
v v
\4 \4

3-4. [ HERIZE - (ERFFSHE L

2019.11
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3. BRI

3.1.4. BLE [TBE8INA

3.1.41. 7

BLE [ #EEH 5 ML, S5l pIEEAHIEE [ ## (Connectable scannable
undirected event type). & A S EEEM 1% (High duty cycle directed event type). B34
EE @] 1% (Scannable undirected event type). ApIEREIEE M #% (Non-connectable
undirected event type). PIERRATLEE @[ # (Connectable low duty cycle directed
event type),

BRI EAEIEE R iE

® 3-1.BUIEEEN
Payload

AdVA (6 octets) AdvData (0~31 octets)

A EET AR BRETREMRE R MM EE., TR SNIRREREH
15K (Scan Request) B, ANimix&EFHEEIE FENZ (Scan Response).

N EFRATR, RIEZAEIEE R BAUEEEEEE 6 DFHR Bt 0~-31 PF
T EUEEARS ., Hf, 4 #Eii AN B A ESkEIU N, NAEEREA
esp_ble_gap_set_rand_addr IR BIEERIHINEAITT 5, S EhESR RS B F“public”s
“PIFRATHOLE"EY, AR TMINER B oA R,

3.1.4.2. EAELEE@EM BN ERELZEER 15

Espressif

* 3-2. HURE B4
Payload

AdVA (6 octets) InitA (6 octets)

Em 1R IEE IR EFIAMAERE,

N EFRATR, SOTHEER BEAESTESRE 6 M FINEE BigE skt 6
FUEE ExERROt, AT #BEET, [ HBSHF0 adv_int_min ]

adv_int_max JEH 2 H

AEERBESIEER EEET, [ HESEHPH adv_int_min A adv_int_max KT
100 ms (0xA0),

SERT:E
EEIENET BEUR (Adv Data)
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@ 3. BRI

3.1.4.3. AIAEIEE R 1%
FIHEBIEER BRI RE R R RIE S EEREE,

K 3-3. BB
Payload

AdVA (6 octets) AdvData (0~31 octets)

g0 EFRFR, SPEEVEEIEER BHEEE—F, PIEEIEER BREatheE 6
DFTRRBHIER 0~31 DNFEH BEUEE AT, BREREHISESIHEM RIS E
EHE,

3.1.4.4. FAIEZIEER &
AOEFIEER BRI REMEE AN, BRI ArERE, AJEHMERE
S imig & R EEAEERNARENEAEN T, FNrEEEENEREREEE,

® 3-4.BUIEEIEM

Payload

AdVA (6 octets) AdvData (0~31 octets)

0 EEFR, APDERIFER BLUERHRERE 6 TR Bkl 0~-31 TFE [
BAUEENE, BEREHRIRERIFERISEFED A ERER,

3.1.5. BLE [ & diEFERNA

£ ESP32 i BLE 1, @138 5 adv._fitter_policy 12 2 RUSESEIN BT IR EERE, bR
BhBEMUT 4 1ME:

e ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

e ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

e ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

e ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

X 4 MEDHIXNR 4 #IER, DAH:

o AIHRMEENREFXPHENEE (MERABRRER)

o MMEFTAEEISKMNREERRRIREPITHEBR
* SMERFAIFEIE RN RAMEE B R BPRERIFK

o RMEERRBFIRERERIERMMIERK
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@ 3. BRI

3.1.6. BLE }3##i5iT2

£ ESP32 1, IR B FEZ2E T EA esp_ble_gap_set_scan_params iz B IAHATHY
S, PAIGIEH esp_ble_gap_start_scanning a1, HiBZIMEEESEY
ESP_GAP_BLE_SCAN_RESULT_EVT 1R[], H/53 duration @BRAY, =i@d
ESP_GAP_SEARCH_INQ_CMPL_EVT ZE{4iR[a],

==
! R

3 duration {E 0 B, R XXM AF~EiBH .

3.1.7. BLE GAP SIf#L4l

ESP32 {9 BLE ;@153 (GAP) X A7EMA BLE gap API 18x#9 API F15F#f BLE gap
callback BT E 1 (event) IR[EISEIAENH FNEEINE,

3.2. GATT
3.2.1. ATT BH¥#Y

BLE BEEMHIELEM (Attribute) 51212, BXBEMBEIUNTTEAR:

o EIEH (Attrbute Handle): TEANBA 1] BMER A Z it SR A ZRHIAE—1E,
ATT [BIER G IR AT A BV EA TR EABRI A B M, Il — MBIRIDHAR
0x0001, FE_NEMEAEDIERE 0x0002, DAL, FRAFRIIUE] OxFFFF,

o EMEZI (Attribute UUID): BTN EUEEBECHERRNER, AINRTEE. K5
hE, BNEEEMEHNER. BFAR Bluetooth SIG) X1 A —LEEIELE
FHATTVAE, WP TENEIELEAEAIRIREG (UUID), 90 0x2A09 KRR EEIHIE
B, ox2AeE RTUREER. UUID ATLAR 16 LE4FM (16-bit UUID), thAJIARZ 128 tb
1549 (128-bit UUID),

o EIL(E (Attribute Value): RIHERESTEEEERAHESR, Eft 3 TxREE
RTINS RES B HIRNE I E. BLRBMNKEREER, FIMBtEME
(Battery Level) FOIKERAB 1 1F T, RNFTERTINEIENE 0~100%, M1 F
TRMNERTR 1~100 #CE: MAELEMHKERZFIZERN, fI1ET BLE LIS
BRRIR,

o EMF ] (Attribute Permissions): & BMHXNE BB M EBHENAARRES, Lt
WELEMHRIEN. BEEIEN. BEREINAENES, BEHIEN—F
ALGBT BT, BEIAEIEN LSRN,
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@ 3. BRI

&K 3-5. BEESHR

[EjE3at ] [BiERE EitE BIEIFRT
0x0001
0x0002
OXFFFE
OXFFFF

RMEFEHE (BIEM) mig&ElUMBRSES Server), MAFRENAIA RS EIEAIREIY
& Fim (Clent), THERZSHRIEFIHEIE BiR(E:

o EFIREIRSBIHALBIE, BEINRISBUOIIEHAITERIE (Write), REREIELE
T1E, BigfEpmih, —fMEE NIEK (Write Request), —f2E5 \&p< (Write
Command), MENEEXFEREEEX HEIENIN (Write Response), M/EE T
SEN KBS,

o RBIKLEFFIHALBIE, FTEBEIRSIHIET (Indication) 31& @A (Notification) B9
oz, LUBRBSIHEFBIELLEFin, SERERM, BRTENNEEX
R EREN IR EWREIBEIE RS, #1TEE (Confirmation),

o EFimth Al A E i@ iR IEERAR S5 ImAERIE .

Client Write Request Server

v

Write Command

A 4

Read Request

v

Indication

Notification

& 3-5. EFimHNARSS 23 BBV WARIE

1 EE:
X TEZHRS[BUEFin 2 BB HRIE, SEFBEF NI Core V5.0, VOI3. Part F. Chapter 3.4
“Attribute Protocol PDUS”
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3. BRI

IREZB[BHNEFPif 2 BINR EiREE 28I _LIRKEE ATT PDU IHY, B MREILAE
TEOREBEZFENRAKATT BEKE, MRz MTU, ESP32 IDF EEE MTU B XA
WBRTEER 23~517 11, MEMENSKESE MRS,

MRAFPFEELZVEIEERKEART MTU-3), NFZIFERAENSANIEK (Prepare Write
Request) SRSEMEIEMNERIE, B, EIZE—TEUR R, WRBIENKEBY MTU-
1), MIEEBETANRIZEERK (Read Blob Request) 4K LI AR HIE

| HEE:

FEXD MTU =R R MIREIE BN SRAKE (LE Packet Length) FIX 3, Ri&E %3S Host ATT
B, MEZEHXNNEMIEE (PHY), FEESBERE, B MTU HIHS8 D ATT Request BIEER T2 X TE
RIENENE, EBEE(ERZEM Prepare Write Request IBIR DB &3%; M LE Packet Length 2IK/E
HIYNIRE PHY FE R BHHME, AEXTEEREZTESMZ ™IEBREAE, fl, MR MTU+4) KT
LE Packet Length, W 1 > ATT B8 RBERED RS MIEEAE; RZ, WR (MTU+4) /INF LE Packet
Length, NIFRER ATT B1#8EEE 1 MEBEELE. XE MTU ZFIASELN 4 BALER, 2F
NEFRRIENRE, FTEABIMNE 4 DF T L2CAP KiER.

3.2.2. GATT #iE

Espressif

ATT BIEHIIE T % BLE RO/ \IBFAERAL, T CGATT FUBEX T ARk HE
AR R — TR, NEERIUNBIERE MRS Service), MR LTI IHIRE
1A DL AR S5 AN LI
GATT FITS 1 THF BRI . REATERLERE, — M UEARHTIAZ LA
B, EHE—LHIIESR:
* AR TEENSAURMA? REERMTR kg, BERREE °C, TEHEMSE
(VR
* HAREREASMN X MUENER, AIMRNEEREME UUD T, HESHX
RHZHIEERT ENEE, S THERNETRE"
* EAN7ESRIR 230000, 460000 HAEER, AILUEMERIESR, ST ZEIEN
IR 1004, XIFHNFEZHEE 23, 46 BIA),
FRRBNNEEER— M ERSERPOL T, SRR AR e I E A A
MAXRANEET R, HTEARLEER, STEUETIRERA—KBRIETE, 7
fEXLEEIIMER. A, —TEIERBAIERATIEATONIIMES, FLXFIH
XARFFE BLE “MINRATBERR R MEK, HILERT, GATT ALRSIH TR AR,
SR ARA—MER, B AEREAT, HABIENIIMER. DFRFENE,
STPIRARRT A ——XR, BI—MERMNAEERIIAE 2 MR, m— 20
IR R DUS B TR,
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@ 3. BRI

BUEA BB M EME DT EEE T AR, MBL 7454 (Characteristic) BUMEE . BUELS
MRS TE D
o 454 HR (Characteristic Declaration): FEESIRN S UL EBEEIRIIAS NIFIEE
B, MNEHBIFEFEIRFREIT— 5B B 2 B 8IFTE Gl (Handle) JEM p— 158
BRORE, A, RS EIRASEEREENISMERENT S EEMER.
o HSFMEUE (Characteristic Value): $5MRIZIOER D, —RRERERFESFBEEE, &S
FHNEERNES,
* IHARTRT (Descriptor): AT BRI ASIASMEFITIH—F A, B MFHIUBZ M ER
T, RS EEIRTR,
BLE MY EIE—LEE BIIHEEE X B— T 1 HIBRSS (Service)*, FIANIEEME < AT
AT HENX MRS (Battery Service); ONFEMRHAR X A04FEFIT RN E X BOBKRSS
(Heart Rate Service); 1EMRENNHIEXBVIFHEFNITHE X BIAERRS (Weight Scale

Service),

AIMER, 8TRSESETTHEE, 8THEEaE T HERT. AP MRES S
NABKIEEFENRS, AHNEENTmNA.

— P RERSHBFIEEXSZUT:

& 3-6. [RSBEXTHAI

BiEatE BiRE
0x0001 ARS5 1
0x0002 YIRS BA 1
0x0003 FEIEEE 1
0x0004 HHIRRF 1
0x0005 YRR 2
0x0006 FMEE 2
0x0007 HhIRRT 2
0x0008 HRRF 3
0x0009 fRs5 2
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==,
| R

XTARRIRS . FHHEEREATNEN, FL:

o ETFEW https://www. bluetooth.com/zh-cn/specifications/gatt ,

3.2.3. ETF ESP32 IDF #3I GATT fR55 (GATT fR558%)

o IETFHNN Core_V5.0. VoI3. Part G. Chapter 3 “Service Interoperability Requirements”,

3. BRI

ESP32 IDF Release 1.0 LI 7 FAMARS AN L, XMAXAEERFRPETSH
—REMRMEM. RENESREScBISHIINAER, HAFECHBEE, X
FHANFAE BLE MNB P RIZLERE S HEE, TEHEZEZRINAE GATT BUEE

RIS T, MEFERPER.

! EE:

ESP IDF 3R 7 Z BIAINAR S 4T ERY$E O F Example, B RIZZE gatt_server {5l F2% .

LB S 2T, Release 2.0 ETFSLRIMA, L TEIEMR (Attribute Table)* RINARSS
FIFMERINEE, BF REBBERMPURSISEE—BA—TERE, REAA

esp_ble_gatts_create_attr_tab PRZL, BIRIAINXS N AVARSAGTE, LIk,

XAhEIER

MNANEZFEEERIEINE. XtUHER, KEANEHNLEE —EER, HHR—

L%, AP RBARWREIE, MAHBEITERNERF.

BRSNS ERF MEM T EBEIEE ESP32 ¥4, BT IRELFEMLNEE

89 BLE #15B.

==,
! EE:

BERMRMIBRSHIFEEMBRNE, ~5LE, MERBESHNUNEEIRNEEEB# T

L8 WEEFP{ER, RI3Z gatt_server_service_table 5l F72% .

BHMRNEMEINETBFPATHEA—TBEMEEVRMANTR, BiY
esp_gatts_attr_db_t HITENX, BEUT:

X 3-7. ESP32 IDF &tk sk

RS Ltz
TE M TF A write_response HXEE EHERHTEMNEE,
uint8_t attr_control ERNARILBFFIEE (5 EF ESP_GATT_AUTO_RSP Br)EIE &
) .

£ UUID 9K E, % 16-bit. 32-bit. 128-bit =f, XEHTFEM

intl6_t id_1 th NN N P
un SRR UUID S@T{gEH 5, RLESHARE,
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3. BRI

SRS ER 5t8A

RTHAIEIEN UUID B985, BPRIELER UUID KE, MIEHE

uint8_t *uuid_p

ENRERFEE KERY UUID 1B,

RTEAIRMENIRS R, ZZRENRIIRME, BRI —TRHE

uintl6_t perm NREREM, IAEMSHEHRE, IMRRSIMEEREMN. F12

PERM_READ | PERM_WRITE R RXMNEMEEEN A S,

RTHABMEENSEARE, MIRETEREITNZENZBMDEA

uint16_t max_length F., IRNAEANNBEHEBIXEEXNNRAKE, BIEESHEIR,

BIRREARE KEBLHERAKE,

RTEHAIRMENHRIERKRE, fa, ZEMERANKER 512 F7,
MNHNE#TERE, BEREMT 2 TFT ‘ox1122", HIFIRES

uint16_t length RISERRKERN 2, SXNGREXNZTEMEHITIIRE, AT UAMAZF

PIRBUZ BRI KE, (CBEZMATNEMD LETE, MIER 512
FOEERBLXT,

RTEAIRENELEENRAE. BT TSHETRER, ALER

uint8_t *value

M_EER Length SRENZERISEFRKE, MTIMIEH BIRSIEHIIE.

3.2.4. ETF ESP32IDF RN FIRFHRBEE (GATT EFiH)

Espressif

GATT EF B ER R RN IR FHRSHHFIERITNEE (Service Discovery), ARIMNIRE

BJRER

ERAERNRIIME, THNUEKRXZIRER GATT RS A4 —F ESP32 IDF

ERMNRS RKIITE:
BRI HFIER Service 5R, €1 Service 9 UUID #] Handle SEE

GATT Service, UUID 0x1801, Handles 0x0001~0x0005

GAP Service, UUID 0x1800, Handles 0x0014~0x001C

SRIETE GATT B9 Handle SEEIA (0X0001~0x0005), L£EE K FiA R4S M (0x2803)

FHE45M "Service Change Characteristic”, Handles 0x0002~0x0003
H R 0x0002 XN A X MF A4S 1% 75 BF

H R 0x0003 XN AY X MF RS M

FIAE M EEDEESHE 2 1 Handle EM

BE#A GATT Service #9 Handles SEEIZ 0x0001~0x0005, FfiATE 0x0003 fSE 7] BEER
BEMNAHATRE, EULALEM 0x0004 FHAE TR IIHIATRE

Hrh 0x0004 SFMZAY:E “Client Characteristic Configuration” #iART

Hrh 0x0005 FN&BEAMER, FJEERNIX Service FEEHY Handle
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3. BRI

e Ziit, GATT Senvice IFFBEERISEEE,

3.3. SMP

3.3.1.

A

pUN

RET EEH#IA ESP32 BLE T2 B APl IOSLIAERRIE.

ESP32 BLE ZE2EIENIX (SMP) 12X API B3 BLE GAP &R, DN AfREF#HT
E)EEN
ZEEERMINAIUBETEMNERBANS MRS EXT —EFENTRMERD LNIY
AT EMES EMRIg SR TR H R HIE., XTE—HEEHE, #49
X TMIENRIZEELEE R, BLE X2 EER AT MBI IRE TSR XBERE #H
T2, WRErINSZE (BHZOISE 4.2 fRAS)  (Bluetooth Core Specification version
AN L2 EEETIEXEAR., A TIEENE BLE Z2BERRNIINSRE, XEF
EETBERL DB

o FCXt (Pairing): FEM MXERIEWARI—ERFINEZEMEEE,

* 4%E (Bonding): EEDP—MREMS —MNREREEMRAFNLZEZER, R
EIRER., RERFHL2ERFIEEMERN (TK). 221 (CSRK) Sliithiitf#
HrEeR (RK), ARMMKEERIUGE, WENEZHTEBRDE, SNARRRR
REER. MRRFEMUHEER, WERNDN, ENFIEREM A —EBENE,
BEEHEAE, MMREFEEIRRGIREN RS XIFHE., IRMMRE
HASITHE, WANFENDIREOEXZZESR.

e JAIE (Authentication): ANAIE (Unauthentication) H AR RE K AE R T OLZE
%, MERBEXEMMIANEZE RS 2B ER] ., SR THENENZHAER
FENHIREFWANZZRBMEN, MRS ZBNXAMAIAILE, TEREERHA
(STK) HFIEERMNIINEE T, XMLZERMEAERNIRZEFEE T T — T XxEF. ¥TFA
BN / HWHEF O0OB HiEMIRE, ZErFEMRIRIAERAHERIALE (MITM)
B ({ER PIN/ BKH) OOB B8, XRebliTE2 M) . R(ER Just Works
7%, BRI EREBRRIE (No MITM) B4,

o I (Authorizatio): X5 HMARKINTIRIENITE. —LIEFAIAREIEN,
ERMERT, MRREEREN. NRTEAISN, WRIREEN,

3.3.2. BLE Z2EHiTHIZ3

3.3.2.1.BLE 2 %2

Espressif

BLE 1Nz miz o N :
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* HF BLE RBZEIFRBFITIHMER, MMRFZENESEBEIT RS TEHITNES, FH
BB ERRAE DR EHITYE:
* UM MEREEHTIUME, —HIREBRE— A HTINEBNSEZENERE,
Just work i &=, Master E&)&FCIIZIERRERWNT:

API SMP SMP API

esp_ble_set_encryption ‘

>

SMP_PAIR_REQ

A

ESP_GAP_BLE_SEC_RE
Q_EVT

»
>

‘ esp_ble_gap_security_rsp ‘

<

SMP_PAIR_RSP D
< > [ESP_GAP_BLE_AUTH_CM
- Levr PL_EVT

A

N
»

3-6. Just Work N2 E
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@ 3. BRI

Passkey notify #2240, Master Eoh &L INEIEKIRIZE W T

API SMP SMP AP
esp_ble_set_encryption \
SMP_PAIR_REQ
» [ESP_GAP_BLE_SEC_RE
Q_EVT
ESP_GAP_BLE_PASSKEY \ esp_ble_gap_security_rsp \
NOTIF_EVT <
Display the pass key to the <
user, the peer device should SMP_PAIR_RSP
enter this key and sent it to <
the SMP stack esp_ble_passkey_reply

Sent the pass key to the
SMP stack which is display
in the peer device

A

» [ESP_GAP_BLE_AUTH_CM

ESP_GAP_BLE_AUTH_CMP PL_EVT

L_EVT

».
»

A

[&] 3-7. Passkey Notify 1123752 E
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@ 3. BRI

3.3.2.2.BLE #ERTE
M BLE IRF BN EZ B A GAP 0 API SEIIRY, ARIEE T Z0ONEE AR,
HENENZN TR BLE IREFEHTT SMP 1IEf5, BHTEENEBERERNEDN
SERTINE, MMEEBEM MREFERNNERE. EF, W1 BLERERE
XU REFRRIRINE R, FrERRAMERBER. SERSEDT:
[ API ] [ SMP | LLC [ LLC | [ SMP | [ API ]

esp_ble_set_encrypti I 7 LR
on o 8 B 4 G852
» (bonding)
LUESREze v
LLC_LTK_REQ_EV
T
LLC_LTK_REQ_RE
PLY_CMD
(o)
LLC_ENC_CHANG
< Lt
PR
ESP_GAP_BLE_AUT ESP_GAP_BLE_AUT
H_CMPL_EVT H_CMPL_EVT
< h’
v v v v v v

[ 3-8. BLE iR &4 E RIZE
1 EE:
BEMNTRIEIRE (master) TERER &2,
3.3.3. BLE ZE£EIBCIHFI

BLE 22 &2 X AER BLE GAP #9 API 18 x8IINZRRREY, JEA BLE GAP callback, Ff
B EREERENEH BRI 2R,

Espressif 29/30 2019.11



R ITHRIAMRRNAS

ANFHHEE, BIFEESEMN URL i, BTE, RABITEA.

S IRIVUR R, ARETERRE, SENEHE. ERTHERZSIHE
WI“{E’JEHTE{% MUEIRSRE . DEEiFmEMAREINEGER, AXAER
AEPRE, SRERRXEAERTENELEAENTITINGEE. AX
ST Jﬂ??fiL/{Mlt}i_‘__JZHﬁi’,E_HQ%EETT%DL\F”WT@)EH1¢—_[ NERIARIFR
BRI,

Wi-Fi BxB2 Al R An5 )3 Wi-Fi BXB2FE ., i Bluetooth SIG B E MR,
S(EP? TSN aR. B EMEInEESBEENVT, 1SitE

Ff% loT EIRA
www. eSpreSSlf com HRIXYT © 2019 REBFRE . REBFREIF.



http://www.espressif.com

	蓝牙
	概述
	蓝牙应用结构
	HCI 接口选择
	蓝牙运行环境
	框架
	控制器
	BLUEDROID
	主机架构
	OS 相关适配
	蓝牙目录
	经典蓝牙
	概述
	协议和规范
	L2CAP
	SDP
	GAP
	A2DP 和 AVRCP
	蓝牙低功耗
	GAP
	概述
	BLE 设备角色转换状态图
	BLE 广播流程
	使用 public 地址进行广播
	使用可解析地址进行广播
	使用静态随机地址进行广播
	BLE 广播类型介绍
	可连接可扫描非定向广播
	高占空比定向广播和可连接低占空比定向广播
	可扫描非定向广播
	不可连接非定向广播
	BLE 广播过滤策略介绍
	BLE 扫描流程
	BLE GAP 实现机制
	GATT
	ATT 属性协议
	GATT 规范
	基于 ESP32 IDF 建立 GATT 服务（GATT 服务器）
	基于 ESP32 IDF 发现对方设备的服务信息（GATT 客户端）
	SMP
	概述
	BLE 安全管理控制器
	BLE 加密流程
	BLE 绑定流程
	BLE 安全管理实现机制

