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A5 i 254 IClassification of Change: X 3= 247 5 /Major O 13 5 /Minor

A% 5 Ji7 [N /Reason for Change:

1. ESP8266 NON-OS SDK 2%, [FIlf AT M A [E A2 7+4%; ESP8266 NON-OS SDK is updated, and AT
application firmware is updated accordingly;

2. HE A YiRe, FERXT E—RA Bug #1712 E . Added new features, and fixed the bugs in the previous

version.
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A5 i }# i /Description of Change:

1.

A4 System

ININef R 2 4= flash 1) API; Added APIs to ensure erasing the flash safely;
bool spi_flash erase protect enable(void)

bool spi_flash erase protect disable(void)

2. ¥ -DUSE_OPTIMIZE _PRINTF # third_party/Makefile; Added -DUSE_OPTIMIZE PRINTF to
third_party/Makefile;

3. M newlib2.0.0 HE# libc.a ' gcc4.8.5 HFEH libgcc.a; Updated libc.a from newlib 2.0.0, and libgcc.a
from gcc 4.8.5;
K ROM Code #1C.f515fE; Stripped the functions which are already in ROM Code;
N readme SCRYE lib U, AR WAIFEERE A PE: A readme file that introduces how to strip the
original libraries is added to the lib folder;
FOHTHIA DU A < SSL Y bin SCf4; Updated scripts to generate SSL-related binaries;

7. ¥hn libm.aa % .iromO.text H'; Added libm.a to .irom0.text;

8. f#if] -ffunction-sectons -fdata-sections %i#¥%; Compiled some libraries with -ffunction-sectons
-fdata-sections;

9. &% Id LAsID text.* % .iromO.text; Modified Id to add .text.* to .irom0.text;

10. M libmain #1 2Bk time() P%l; Removed time() function from libmain;

11. 85 deep-sleep #ix{ NEIRZHCN 0 B B K A EAR Y 7] & ; Fixed the sleep 0 or long-time sleep issue
in deep-sleep mode;

12. 18 E K504 ¥ @; Fixed the driver compiling issue;

13. 185 ets delay us # [ @l; Fixed ets delay us declaration;

14. 185 os calloc FH[A5E; Fixed os_calloc declaration;

15. 1282 RGN A ASHERA Y ) 7% Fixed the issue of the system relative time not being accurate;

16. 185 FOTA JHI 2855 rf cal sector [ /8. Fixed the issue of the rf cal sector being erased during
FOTA upgrade.

LWIP & espconn

1. [LWIP] # LWIP JEARIBZE third_party SC{43%; Added LWIP source codes to the third_party folder;

2. [LWIP] EHrE X Iwip #1¥) err_t; Redefined err_tin Iwip;

3. [LWIP] 185 RST+ACK FF7ifd4#i%; Fixed the sequence number error of RST+ACK;

4. [LWIP] &5 LWIP_NETIF TX SINGLE PBUF ffift)5ki% TCP #d s (FH PN LA L pbuf (1)) 2
Fixed the issue of two or more pbuf being used when sending one TCP packet
with LWIP_NETIF TX SINGLE PBUF enabled;

5. [LWIP] #&E a4t TCP H¥iKJE KT 1460 (19 /%; Fixed the issue of the length of TCP data in

one packet being more than 1460;
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[LWIP] %1% DHCP ACK J5 % % MACADDR #! IP; Updated MACADDR & IP after sending DHCP ACK;

7. [espconn] &5 espconn_sendto & ki% UDP #1110 #; Fixed the issue of a duplicate UDP packet
being be sent by espconn_sendto;
[espconn] F¥FN I Z E5hiEEL TCP #ilE: Allowed the application to actively read TCP data;
[espconn] B1E 45 K 5 T3 BRI R 55 Manual fetch of the received data after the communication
ends;

10. [espconn] BEfiH mbedTLS JERT SSL/TLS i%E#: set/clear opt 4i% [ /#l. Fixed the SSL/TLS
connection set/clear opt error when using the mbedTLS library.

mbedTLS

1. ¥ mbedTLS JEfXAS % third_party SCff3%; Added mbedTLS source codes to the third_party folder;

2. &% ESP8266 fEy SSL/TLS %/ sijia T v GE L) mbedTLS WAFittR & Fixed the issue of
mbedTLS having a memory leak in some cases when ESP8266 is running as an SSL/TLS client;

3. BEAERHIL sent callback A#f A F 1 iH & ; Fixed the issue of the “sent callback” function not being called
in some cases;

4. BE1E esp_cert private_key.bin HU1E private key 7E cert Z i, N4 hn#k kM8, Fixed the load cert
failure that occurs if the private key is in front of the cert in the esp_cert_private_key.bin;

5. 1&% disconnect callback FK#¢ KM@ ; Fixed the issue of the “disconnect callback” function being
never called;

6. MR mbedTLS 8 FiFi; Speeded up the mbedTLS handshake process;

7. 185 ESP8266 {FJy SSL/TLS k%5 #sif I already freed 1 exception 7% . Fixed the “already
freed” and “exception” errors that occur when ESP8266 acts as an SSL/TLS server.

AT

1. FEHT AT A5 1.6.2.0; Updated AT version to 1.6.2.0;

2. IRINAERER 515 B HH 184 AT+SYSMSG; Added command AT+SYSMSG to enable some report
information;

3. WIn¥ie4 AT+CWCOUNTRY; Added command AT+CWCOUNTRY;
AT+CWCOUNTRY=<country policy>,"country code",<start channel>,<total channel number>

4. WHIHfs4 AT+CIPSERVERMAXCONN; Added command AT+CIPSERVERMAXCONN;
AT+CIPSERVERMAXCONN=<num>

5. FEH$E4S AT+CWLAP; Updated command AT+CWLAP;
AT+CWLAP =<ssid>[,<mac>,<ch>,<scan type>,<scan time min><scan time max>]

6. FEH S AT+CWLAPOPT; Updated command AT+CWLAPOPT;
Mask Ox7F {£%’y Mask Ox7FF ; Mask changed from 0x7F to Ox7FF;

7. W espconn_recv, it TCP fR%5%%; Optimized the TCP server by using new espconn_recv;

8. BEI GG, ME R irom string 1M1 5 20T EI{E 2 HAS 17 #; Fixed the message-printing error caused
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by loading the wrong irom string after the upgrade.;

9. BERMEFRIERE N 1200 8, Fixed the issue of not being able to set the baud rate at 1200;

10. BE &R ID HHRR A IS Fixed the issue of not returning an error when the link ID is wrong;

1. BEBRINEH DNS HzhH {8, Fixed the issue of the DNS auto mode being used by default;

12. B8 % i EE AR A B i KR 2 E I I )45 5% ID iR Fixed the wrong link ID issue occurring
when the client connection number reaches the maximum limit;

13. BERIEENERT 5 M EIIRE R 198 Fixed the issue of an error being reported when the maximum
connection number is more than 5;

14. BEMAHE A AE UDP @ER, $&nE R HEMI; Fixed the incorrect message that appears when
creating a UDP transmission by a domain name;

15. 155 GSLP Kf[alfkHR A &, Fixed the long-time sleep issue under GSLP command;

16. 1B U AR 55 S A 2 @ S H R I ) AT+CIPSTART 4 busy i@ Fixed the “busy” error occurring
when AT+CIPSTART is called while ESP8266 establishes connections both as a client and a server.

17. 185 SSID N 32 FiAf &l 45017 8. Fixed wrong SSID query appearing when the length of SSID is
32 bytes.

Wi-Fi

1. H# libphy.a A5~ 1136; Updated libphy.a to version 1136;

2. HIMBEE WPA2 ik Zin# APl; Added APIs to set WPA2 Enterprise identity;
int wifi_station_set_enterprise_identity(u8* identity, int len)
void wifi _station clear enterprise identity(void)

3. W s ST Added support for passive scan;

4. HHEE L MBE A2 WA B 52 ;. Added support for scan threshold and dwell time;

5. WM EEZFILE APl; Added APIs to set country code;

6. WIS FEAESA AP B, IREUE £ {5 E: Added support for getting more information while scanning for
APs;

7. 1BHE WIiFi KRACK jFifl; Fixed the WiFi KRACK vulnerability;

8. BEHH system_timer_reinit j5 softAP WIS IRIT NI E; Fixed softAP wrong behaviors occurring
after calling system_timer_reinit;

9. H¥r esp_init_data_default.bin [RA5} v08; Updated esp_init_data_default.bin to v08;
WEEERN H bRTh#E (H esp_init_data_default.bin ] 34th byte #| 39th byte &), RS K BARIIFE,
fRALAiE Mask Al EVM. Adjusted the default target power (from the 34th byte to the 39th byte in
esp_init_data_default.bin), lowered the target power at each level, and optimized the frequency spectrum
Mask and the EVM.

10. 440 Station R ARFFEREMIThAE: Added the feature of staying connected to AP in Station mode;

1. "IN softAP #5304 fic station IP f1F/f; Added a station IP distribution event in softAP mode;

12. 125 light-sleep = 4G i H 3L = FEL AN JE VA BERR (1) 17 #L;  Fixed the light-sleep issues related to high
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current and failing to sleep in some cases;
13. 185 softAP 1~ eapol [JEALHLH]; Fixed the eapol resend mechanism in softAP mode;
14. B8 TRk 28 WPS B&1E 2RI 193, Fixed the WPS validation failure issue for some special routers;
15. 1B1IEH 5% wifi_set country F1 wifi_get country H API #i#id. Revised the API description of

wifi_set country and wifi get country.

A5 i 221 /Impact of Change:
1. REIEA AT [E4F, $=TF AT BB Shae L& 2 s fa e 4T 32 7F: Improved the AT

application-related features and the product’s stability, while maintaining compatibility with the old version of

the AT firmware;
2. fE AT [EfF Sz Fr o8 SDK SZFFE I Zhft. The updated AT firmware supports all the general functions
supported by the newest SDK.

A5 g0 51177 2/ Change Identification Method:
1. ZBFEHT AT RRZA: V1.5.0.0; AT version before the change: V1.5.0.0;
2. AHEF AT fliA: V1.6.2.0. AT version after the change: V1.6.2.0.

A5 o Hi J5 77 i Ab F8/:How to Deal with Products:
FIFO

FHIEHRk 15 /Report(s) Attached:
XIRelated ECN No.: E2018112601

OReliability Report or Plan:

OFunction Test Report:

OROHS/HF Test Report:

OOther Reports (Pls specify):

R AT 15

Espressif Email Notifications
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IREENVEM FH P SR At B R AN RS, FH P AT I SRS T R R GBS AR SCRY S BT R T PCN 2RIl pRim
e

Espressif sends email notifications of technical documentation changes, along with newsletters, PCNs and
other valuable information, to subscribed customers only. If you wish to stay updated on our products and

services, please subscribe here.

E-IRLLIVE-2N

Customer Response Requirements

BRI 23R4S T Espressif PCN i :

Customers are required to respond to Espressif, according to the following guidelines, and confirm receipt of the

PCN:

FEAHE/For Major Changes:

a) BPAUENRSZERI PCN J5M 30 RN EHAICYE PCN.
Customers should confirm receipt of the PCN within 30 calendar days from the date Espressif sends it to
them.

b) % I ARLEFEE] PCN 51 30 KA & RICHCE], WA NE 24
If customers do not confirm receipt of the PCN within 30 calendar days, they will be regarded as having
accepted the proposed changes.

c) HIEFIMHIALE] PCN J5, IARTE 90 KA S E R, WAL NE P2 .,
After the customers confirm receipt of the PCN, the lack of any additional responses on their part within 90
calendar days constitutes acceptance of the proposed changes.

B A ¥ IFor Minor Changes:

a) EORIERILE] PCN G 7 RN EEICURE], AL R A .
If customers do not confirm receipt of the PCN within 7 calendar days, they will be regarded as having

accepted the proposed changes.

15 R 2 pen@espressif.com.

Please send feedback to pcn@espressif.com.

EIHHEHRIMER
Customer Approval/Acknowledgement and Remarks
BN AR
Customer’s Company Name:
oflb#E/Approval
PCN 115 45 5£/PCN Review Result: o/t /Disapproval

O £ 5 #r/Further Analysis Required

% F1 & Jl/Comment:
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AP N i AFRENT
Representative’s Name: Representative’s Job Title:
AERENZEA H 34

Representative’s Signature: Date:
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