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1. ik

AXREHA ESP RZAISHaA@EE WFA TAIE, DARIRIEIAIE (QuickTrack) FREIES, HEXR
BEFPEECHF TR WFA TAILE,

EPS ZAEW&HFOMLS TE FE5EEE: https://dl.espressif.com/Authentication/WFA/WFA TEST.zip
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https://dl.espressif.com/Authentication/WFA/WFA_TEST.zip

2. WFA AIEAN4H

2.1.

WIEF R

WFA HRERAE :

N

o &~ DN

2.2,

Espressif

s Member applies for certification testing and
selects test lab: http://certifications.wi-fi.org

» Member schedules certification testing
with test lab

Test lab receives two samples and begins
testing

Test lab reports test results on Wi-Fi
certification system

v

!

Administration > Wi-Fi Alliance reviews test results

Certification > Wi-Fi Alliance issues certificate

B 2-1 WFA ¥R
[ Wi-Fi BREBRASIAIERRIS, FHERNINAY ATL, SCIE=R CID
BXR ATL ZFEHFNIRE
LI EF IR
ATL fREBERINRER
Wi-Fi BXERAUAZIAIEIES

Wi-Fi BRERIATERL

LFMAIE (New Certification)

MR RZERREMTET Wi-Fi BBAIE, TLUERILIRA,

BHIAIE (Additional Certification)

MRMFRELITIALE, HESEMFNOSERIT=RINEE, BIERIER,

EJIANE (Re-Certification)

REE. REA. MBRR. LitE AT SRIATRER Wi-Fi INE~RREIAL
MREFEEEWENLE, BREHRERARESN, NEFHITIAILE,

2 /16 Version 1.0



BRI A R E B B S LA T =F/:
B (ROZIAFEDN) FEGRERY (BRMERRSIREINERF) BESFFE Wi-Fi
#EF
B BEERE TEMIIHER, BRI Wi-Fi 2(F (BN EFERIEE,
TR ER RIS B EFEH)
BEFEHE Wi-Fi 2SN, LREEHEEAHEESH U
4. REIAIE (Derivative Certification)

QBN
A2 RABFT AR AT P SAE,
&K

a. (XETHRIALE, MIFEMTEFmIALE
b. T4 mAYTIREN SR miEE
c. BRRNAMTEF mEE RIFBAL MR ERIRAER, LRI TE MIAIERT

Attt

R

a. —A WiFi EHEIRA WiFi NEEMARE RS — B4 R
R D

b. Wi-Fi HEIRESEINENERTERAS, FMERT—MiTE~m
c. BTN Wi-Fi #RRAVFmARMATES R, FHROANEA—RITESR. B
TEFRAEITEFMINEERRY, aFAMTEmIAL

2.3, BREESTREM Wi-Fi BEERIAIE?
ZE Wi-Fi BREBINERESREEERT Wi-Fi 802.11a/b/g/n LR T{EtE, IBE(EA 2.4 GHz UHF

8¢ 5GHz SHF ISM SUER, BIIEFLIRM=S. HEFIL. KB, HHEIl. WEEMIREMEZER
FremeF,
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3. ESP RFF=MINEF

3.1. AIEAFR

ESP ZHR3iEHBaiERINAESTNAEFIAUE (New Certification)
XHFFER ESP ZFS A TS FEINFANERREIAIE (QuickTrack)

TEZERIRRNT:

$EE WFA iE$
Rk WFA 1R
) Wi-Fi B SR BRI EE

3-1 £FAESHEIAILE
HB—EH ESP RIMEABTHREFIAUE (New Certification) idfg, =M Wi-Fi BREBIZEEREFN
IREUEH A IR SRR ZE (Qualified Solutions), /5{E ESP ZRFU A I Tl LUskE
tERRAZE, MTIEE QuickTrack BIBLEINES T,
3.2. ESP RFEHEFIAIE (New Certification) +4H

ESP RIMEHENXLBNE 3-2 Fir.

WFA TRKIREERERS, WTS 5 QTT, Hi WTS A sigma TEKIA, QTT 7 QuickTrack
TR, Si888s BRI, EEEARENHBGARRE.

3.3. QuickTrack INEHFRNB
QuickTrack E2—M£#HAY Wi-Fi IAEAT.
£/ Wi-Fi BXEBHEHI=FE I IEATZ—, QuickTrack TEHAEETF "SRR (Qualified
Solutions)” RIIEAI=MR. EAER, WFILFEREETDRNXAER, ©REsEMEGERE

T mApgEdl, Wi-Fi BB SRERERG TR TALL, EmAZIRFENIATAMERZ,
AT TEJAYRIER.
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¢ wpazl

wpal
WTS - tfd
i

mbo

v

wpa3l
QTT i HE
RSN
Protected Management Frames Interoperability fest
Key Rewntallation Vulnerability Detection _Test

1%
3-2 full-test IR

BrmE, CUVELEFEESHEEN "aRMASR" PEREFEESH RN AGHAEXR
WErgR, ZEER— N REmEn =N — BNk R R ERREM SR AR "BER
RBE", ME, EWATBTHESINEEERH TN, HAIAERFRZMAER. e
o, Rl SEerEd Wi-Fi BRERIRHAIERE IS TRBTHEEMHIME., FHERET Wi-Fi B
B Az, EAWAIFRERTRIESRTS Wi-Fi CERTIFIED RUIAIL,

i ‘ARBASE" | LTS FIWFFRK IR SR B R Wi-FiRk B R A E B

FRMENFAENR Wi-Fik B3 IER B &R

[&] 3-3 QuickTrack TAIETRE
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3.4. QuickTrack IAUEAF I A

FRAEMBAAMAERG A, B iRed 8], RTLASERAYSKEN WFA IEH,
TEYELL ESP32-C2 {55 :

G 2hEAY80%
WTS {
M —E7e &6 K

full test

S 2iHA20%
QT
WA —H7EE; 15K

& 3-4 full-test JUZATE]
ESP32-C2 #&4852k full-test KPS HEEE 7.5 K,

MXJF ESP32-C2 TFiiFEFi%tE QuickTrack IAIEAT,
BAEERATERER:

Wireless Chipset Wi-Fi Component Operating System

ESP32-C2 Free RTOS

Wi-Fi Component Firmware Version Physical Interface

A UART

Driver RF Components

V7.0 RF matching, RF switch connector
Antenna

PCB Antenna

RF Architecture

Bands Supported Transmit (Tx) Receive (Rx)

2.4 GHz 1 1

3-5 FmfER

« WFRERS ESP32-C2 {FF—3, IRBEAME, WizrRLmHTlid, B
SREIE

« WFFERERS ESP32-C2 BER, MXEEMR QTT #o, WTS o LEMUK, ™=R=
PN EREE 1.5 X
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QuickTrack INEATSEBIAELRXILLE:

~ MWhfIm —— WTS+QTT
EE T — WS — 97-8%

= WhEpA — full-test #MH

WFAUL,

~ WAR — QIT

pUi5a0
QuickTrackiNIES = { WitadE — £92-3%

— MhkpA —— 80% full-test ZFH

3-6 LIWIAUES QuickTrack XJtb

Note: XEERGMEXATIEIFHIE WFA SSRRATE], WFA SEEAFEA 2.1 INHEEEIRY WFA EBBASAIE
HFERYFSRATE], IXERRTI AT R 22RO E , BRSO = RTHENIK, &KALL ESP32-
C2 79f5), WFA SSRkAdIE] 40 X (BEINIEST), ANERIERE QuickTrack IANIE/STUARRES A 10
KXKEA, Y74 70% HIE.,

3.5. ESP i F QuickTrack TAMEFR RIVIR

BaiEB8 ESP Rt H QuickTrack S18#RRT =AYCHEHE ESP32-C2 5 ESP32-C6,
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4. WFA 5,

4.1.

HE Db EB

ARIEESEKEEMRAE, AI8% Wi-Fi B8R CID IE51ES, tha/&% ESP RHIEA HE

73

4.2.

4.2.1

1.

[E e

£ Windows 35

ESP32 RFli

¥TFF flash_download_tool_3.9.2.exe N FHTER

chipType 1%3#¥ ESP32, workMode i%&#% develop, rids OK
EREHFIESIRAME, &RROS, baud EE 115200, &d START, FHAKRS

BRI NI :

2.

bootloader.bin  0x1000
espsigma.bin ~ 0x10000
partition.bin 0x8000

ESP32-C3, ESP32-C2, ESP32-C6

¥TFF flash_download_tool_3.9.2.exe N FHFER

chipType 3% ESPXX (XIRzth}), workMode i%#% develop, s OK
EREHTESRRME, ERROS, baud #EE 115200, M START, FHAKRS

BRI :

bootloader.bin  0x0
espsigma.bin  0x10000
partition.bin 0x8000

RRTTAESED finish

Espressif

8 /16 Version 1.0


https://www.wi-fi.org/file-member/flextrack-new-product-application-training
https://www.cert.wi-fi.org/#/application/lisrshok/new?step=1
https://www.cert.wi-fi.org/#/application/lisrshok/new?step=1

I}C:\Users\Administrator\Desktop\fIash_download_tool_3.9.2\ﬂash_down|oad_too|_3.9.2.exe ==X

19:51:48: Error: Unable to set default locale: 'unsupported locale setting’

chipType: ‘ ESP32
workMode‘ develop

loadMode: Uart

41 RREE

[ T£SP8266 DOWNLOAD TOOL V3.9.2 . :&@ %

SPIDownload | HSPIDownload

7 C:\Users\Administrator\Desktop\flash_download_tool_3.9.2\bin\bootloader.bin ;\rﬁx 0x0
/! C:\Users\Administrator\Desktop\flash_download_tool_3.9.2\bin\espsigma.bin £\m\ 0x1000(
v C:\Users\Administrator\Desktop\flash_download_tool_3.9.2\bin\partition-table.bin :\rm 0x8000

e |
e
)@
AL
@ M

SpiFlashConfig

SPISPEED SPIMODE T DETECTED INFC
oNotChaBir .
9 40MHz © QIO LOCK SETTIN
AR Kl \ CombineBin I
20MHz () DIO | Default |
80MHz DOUT
FASTRD

Download Panel 1

START | sTop “ ERASE ‘COM: coms3
BAUD{115200 v

L — = 3 E — — 3 _ = p ——

4-2 JRFEE
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4.2.2 7 Ubuntu L%

« & python3.7

cd espsigma_qt/espsigma
Jtools/setup/setup_pyenv_python.sh
source ~/.pyenv/activate

- TERRTA
pip install esptool

« HTIRR

esptool.py -p /dev/ttyUSBO --chip=auto write_flash 0x0 bootloader.bin 0x8000 partition-

table.bin 0x10000 espsigma.bin

Note: 0x0 bootloader.bin 0x8000 partition-table.bin 0x10000 espsigma.bin XERHSIRIEE NG
BEAKEHERNEIRS

4.3. PRI L

1. {#F Ubuntu 16.04 L FERAIER/E
2. &% python3.7

cd espsigma_qt/espsigma

Jtools/setup/setup_pyenv_python.sh

source ~/.pyenv/activate

TRBINETLABREIN python -v BE python W7,
4.4. FFIRIA

1. ik WTS 25

© HSIT—EN

cd /espsigma_qt/espsigmal/esp_sigma_ca
« WAGS:

python espsigma.py --dut /dev/ttyUSB*

Note: * IEFUEEROS,
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esp_sigma_ca git:( ) X python espsigma.py --dut /dev/ttyUSB1 -
[scmd] version
[console] version
IDF Version:v5.2-dev-151-g9cfc9757b9-dirty
Chip info:
model:Unknown
cores:1
feature:/8602.11bgn/BLE/External-Flash:2 MB
revision number:0
espsigma>
espsigma>
Got Response for version as version
IDF Version:v5.2-dev-151-g9cfc9757b9-dirty
Chip info:
model:Unknown
cores:1
feature:/802.11bgn/BLE/External-Flash:2 MB
revision number:0
espsigma>
espsigma>
[lemd] git rev-parse --abbrev-ref HEAD
[resp] merging_c6_ax_changes

[lecmd] git rev-parse HEAD
[resp] 8e7cf533396db323e92cb835ba8055f3bd1d55bc

[scmd] settime 1685098860
[console] settime 1685098860
set time: 0
espsigma>
espsigma>
Got Response for settime 1685098860 as settime 1685098860
set time: 0
espsigma>
espsigma>

System Time set to : 2023-05-26 11:01:00.053476
[scmd] set_prog --program any
[console] set_prog --program any
I (4797) wifi:1fx:0, phymode(new:0x3, nvs:0x5)
cmd_wifi.c set_prog: Sta set BW to 46 Mhz
espsigma>
espsigma>
Got Response for set_prog --program any as set_prog --program any
I (4797) wifi:ifx:0, phymode(new:0x3, nvs:0x5)
cmd_wifi.c set_prog: Sta set BW to 40 Mhz
espsigma>
espsigma>
FhE Ik I Ak h Ak h ke khdkkhkkd

Espressif Wi-Fi Alliance Sigma DUT Agent

WFA PROGRAM : WPA3

DUT PORT : /dev/ttyUsBo

IDF Version : v5.2-dev-151-g9cfc9757b9-dirty
SIGMA CA : merging_c6_ax_changes (8e7cf53)

4-3 WTS kgt

2. Wif QuickTrack &R4>
« eI E-

cd /espsigma_qt/espsigmal/esp_sigma_ca
« ASL:

python espsigma.py --quicktrack --dut/dev/ttyUSB*

Espressif 11 /16 Version 1.0



Note: * IERUEREROS,

test@FA000610: ~/espc6 X test@FA000610: ~/espc6 X test@FA000610: ~ X

- esp_sigma_ca git:( ) X python3 espsigma.py --quicktrack --dut /dev/ttyuUsBe -v
[scmd] version
[console] version
IDF Version:v5.2-dev-151-g9cfc9757b9-dirty
Chip info:
model:Unknown
cores:1
feature:/802.11bgn/BLE/External-Flash:2 MB
revision number:0
espsigma>
espsigma>
Got Response for version as version
IDF Version:v5.2-dev-151-g9cfc9757b9-dirty
Chip info:
model:Unknown
cores:1
feature:/802.11bgn/BLE/External-Flash:2 MB
revision number:0
espsigma>
espsigma>
[lcmd] git rev-parse --abbrev-ref HEAD
[resp] merging_c6_ax_changes

[lemd] git rev-parse HEAD
[resp] c097929210d94c2bc502293f052f98e8ffeef827

[scmd] settime 1675189801
[console] settime 1675189801
set time: 0
espsigma>
espsigma>
Got Response for settime 1675189801 as settime 1675189801
set time: 0
espsigma>
espsigma>

System Time set to : 2023-01-31 18:30:01
Terminal °rog --program any

- , -2t_prog --program any
I (97658) wifi:ifx:0, phymode(new:0x3, nvs:0x5)
cmd_wifi.c set_prog: Sta set BW to 40 Mhz
espsigma>
espsigma>
Got Response for set_prog --program any as set_prog --program any
I (97658) wifi:ifx:0, phymode(new:0x3, nvs:0x5)
cmd_wifi.c set_prog: Sta set BW to 40 Mhz
espsigma>

espsigma>
33 23 2 2 2 R R R R R R R R R R R R R R R

Espressif Wi-Fi Alliance QuickTrack Test Tool Sigma DUT Agent

WFA PROGRAM : WPA3

DUT PORT : /dev/ttyUsBe

IDF Version : v5.2-dev-151-g9cfc9757b9-dirty
SIGMA CA : merging_c6_ax_changes (c097929)

Ik hkkhkhhk kbbb k ok kdk ki dhdk

>Info: ESP Sigma listening at /tmp/socket_test.s

4-4 QuickTrack Mliz-1

. RE R NEO
cd /espsigma_qt/controlappc-2.0.0.9
« A@L:

Japp -p*

Espressif 12 /16 Version 1.0



Note: * 1IE192 QTT &, a0 9005,

= espsigma_qt
- controlappc-2.0
Welcome to use QuickTrac

.0.9

k Control App DUT version 2

X cd controlappc-2.6.0.9
X ./app -p 9604
.1.0.42.

Use default interface parameters 2:wlan®,2:wlani,5:wlan®,5:wlanl.

wlans_bridge

06
06
06
06
06
06
06
06
06
06
06
06

= br-wlans.

34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.
34 controlappc.

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

59:
59:
59:
3 H
59:
59:
59:
59:
59:
59:
59:
59:

ACJun 06 19:02:54 controlappc.

info
info
info
info
info
info
info
info
info
info
info
info

QuickTrack control app running at: 9004

Wireless Interface:

interface_count=4

Interface Name: wlan®, Band: 2.4GHz, identifier -1

Interface Name: wlani, 2.4GHz, identifier -1

Interface Name: wlan®, Ban 5GHz, identifier -1

Interface Name: wlanl, Band: 5GHz, identifier -1

hostapd Path: /usr/local/bin/WFA-Hostapd-Supplicant/hostapd (hostapd)
wpa_supplicant Path: /usr/local/bin/WFA-Hostapd-Supplicant/wpa_supplicant (wpa_supplicant)
Hostapd Global Control Interface: /var/run/hostapd-global

Hostapd Control Interface: /var/run/hostapd/wlan®

WPA Supplicant Control Interface: /tmp/socket_test.s

info Signal 2 received - terminating

4-5 QuickTrack -2

QuickTrack MENREQILIESEZE R

Espressif

|
© Firefox prevented this site from opening 2 pop-up windows.

qg;

Test Setup Configuration
$ o
Settings
Tool Mode
Band Selection
Certification R
Configuration 6 GHz Band Support

Debug Log Level

Test Cases

U-NII-2 Band Support

X

QuickTrack Test Tool
1042 @

Version (2.1

Preferences

Pre-Certification mode testing

Test Case Global Configuration Test Case Specific Configuration

2.4 GHz Channel Preferred

5 GHz Channel Preferred

Help/Info

6 GHz Channel Preferred

ssip*

API Retry Count *

Data Packet Type

6 GHz Band Support

Debug Log Level

U-NIl-2 Band Support

Data Packet Type

Manual DUT Mode

Test Setup Configuration

Certification
Configuration
2.4 GHz Channel Preferred
5 GHz Channel Preferred
Test Cases 6 GHz Channel Preferred
SsiD*
AP Retry Count *
Help/Info

Packet Time Interval (seconds)*

Packet Payload Size (bytes)*

Pre-Certification
24GHz
False

| BASIC

False

QuickTrack

ICMP

4-6 QuickTrack iZ&-1

Pre-Certification mode testing SLIMC AL ()

Version (2.1

l False
l BASIC

l False

4-7 QuickTrack 125-2
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Pre-Certification mode testing QuickTrack Test Tool ({

Version (2.1.042)
Test Setup Configuration Test Case Global Configuration Test Case Specific Configuration Advanced Configuration
1

Role Station

Certification PHY Capabilties [ WiFi 4 % .
Configuration

Security Capabilties WPAZ-PMF % . [ Trigger unicast protected disconnect from GUI
WPA3-Personal x
[¥] PMK Caching support when disconnect triggered from STAUT
Test Cases RSN x
[[J Support WEP default key 0 simultaneously with a pairwise key in a TSN network
[ Support Joint Multi-band RSNA
Help/Info (] Support PeerKey handshake

[[J Support signaling and payload protected (SPP) A-MSDU's transmission and reception
|: Only allow SPP A-MSDU's transmission and reception
(7] Support protected block ack agreement capability (PBAC)

[] Support Extended Key ID for individually addressed frames

[&] 4-8 QuickTrack ®E&-3
@ Pre-Certification mode testing QuickTrack Test Tool @)

Version (210.42)
Test Setup Configuration Test Case Global Configuration Test Case Specific Configuration Advanced Configuration
L]

[ Support protected WUR

() Support secure LTF

E Require MFP for preassociation ranging | No -
Certification
Configuration [: Support protected block ack agreement capability (PBAC) as defined after 802.11-2020

(] Support signaling and payload protected (SPP) A-MSDU transmission and reception as defined after 802.11-2020
= WPA3 Sy ted DH Groups
po : |

19 x
Additional Capabilities -

Ente

I
Autentcaton Server(AAA) P Address 127001
AP Method

» STA configurations

Test Cases

Help/Info

» Certificate path

4-9 QuickTrack ®RE-4

Pre-Certification mode testing QuickTrack Test Tool (@)

Version (2.1.0.42)

Command Timeout (seconds)* 30
Script Timeout (seconds)* 500

Certification .

Co =) Capture Frame Timeout (seconds)’ 15
STA Complete Connection Timeout 30—]
(seconds)* L

» APl command timeout
Test Cases

Help/Info

[&] 4-10 QuickTrack Z&-5
Note: python kAW 3.7 LAL, WNREO python MRAARIIBEHITEE 2.
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4.5.  MRH I e jR

1. WMIERE USB KOS
ALAERAS Is /dev/ittyUSB* &BE

2. N{FEKEY DUT MAC bt
HA minicom: minicom -D /dev/ttyUSB*

EINGES query, FTENHAY dut_mac B DUT MAC

3. WfARFREFIES
BEIEREREEHF, TERA

4. TEXLERG
BIEE python hIRAEK, UURTEEETE

5. IEB*HZISFEJJF%%HEHE ucc &
BEAE PC LIRS IP Hlt

6. DUT HIELEE, FTXIEMRIES
BT DUT BHEIEMERT bin 3, LURMHBERIER

4.6. W RBAELRAE

seRlidfE, MHEHEREHTIN=E ARRFHIERS Wi-Fi BXEE, FEURERETEEfERI3REY WFA I
:F-r’o

ABRIMHKRY, FE debug, BHRMHMIN log, log NEHE UCC, DUT 5 sniffer IHXER, H
F1 dut_log %129 espesigma_qt/espsigmal/esp_sigma_callogs,
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RO WIRIAL A

ASCRPE R, OFEHESHE URL i, 7285, HURZATEAL.
ASCEATEES IR TR =TI fE S, FrasI e E RS bRy ik, JREAXHE
EHERE . EIAEMAT AT ORI
IRBEAMA SR AT ORI, AE A TE . 2EaEHTrEE, tA
PEPUTATHAR RIS . UK A5 SRR A7 At A P2 21 A AL AT PRI -

. IREEAX A SRR RS = I BURIMUAT AT ARALE, A B A SO i B BU AT

FTEARHIRFAUIAT A AT o A SCRITEBE R PASE 1k 5 B At 7 5 AR AT R A
VAT, A RBIR AL R R VAT .

Wi-Fi BRI ARSI Wi-Fi BERERPTA . 8P AR5 2 Bluetooth SIG BRI A5 -
www.espressif.com SCEP SR RIR BT AR A FR . RIS R A A BT E R, R
JSBLH © 2023 SRAEf SR (LiiE) B AR A wl. PREIITATEUR.
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